
FOI Request Ref: 2010.160

Date of Request: 06 August 2010

Subject: Complaints Regarding Sharing Personal
Information

Applicant: BBC Radio Merseyside

Request & Trust Response:

Question 1: Has the Trust received any complaints from patients who are concerned that

their personal information has been passed on to a third party without their

consent?

Answer 1: Tameside Hospital NHS Foundation Trust has received complaints from

patients regarding alleged concerns passed to a third party without their

consent.

Question 2: If so, how many complaints have there been in the last year and from which

department/service/hospital? How does this compare to the last three years?

Answer 2: Please see Answer 3.

Question 3: Please provide details of the complaints, with the required redactions to

ensure the complainants’ anonymity.

Answer 3:

Date Details of Incident

2007
Incident occurred in A&E and alleged video footage of the

incident was viewed without consent.

2010
Alleged information regarding procedure was discussed with

member of staff who was not involved in the patients care.

2010 Employee was accessing records of ex partner.

2010

Dr discussed details of procedure with another Dr who was

scheduled to perform further procedure on the patient. However

the Dr felt this was in the best interest of patient to alleviate any

complications.
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Question 4: Has any action been taken in response to these complaints? If so, can you

provide details of what action has taken place on each occasion?

Answer 4: The Trust has carried out an investigation upon each occasion.

Question 5: What disciplinary action has been taken? Can you provide details of what

action has taken place on each occasion?

Answer 5: The Trust has investigated each case and appropriate action has been taken

in line with Trust Policies.

Question 6: What policies and procedures in place to secure patient data?

Answer 6: The Trust has the following policies and procedures in place to secure patient

data:

 Confidentiality Policy:

http://www.tamesidehospital.nhs.uk/Documents/Confidentiality%20Policy.pdf

 Disclosure of Patient Information Policy:

http://www.tamesidehospital.nhs.uk/Documents/DisclosurePolicy.pdf

 Confidentiality Code of Conduct:

Please see attached: Confidentiality Code of Conduct

 Please see attached: RAO1(T) - Part 1 Registration for access to Trust

clinical/patient information systems:



 

 

 
 
 
 

Version 2.1  
 

TRUST CONFIDENTIALITY CODE OF CONDUCT 
FOR STAFF 
  
An overview of the issues that staff need to be aware of when using patient information 
within the Trust, including 

• The current systems and processes for protecting personal information  
• The circumstances under which confidential information can be disclosed 
• The procedures for ensuring patients understand what use may be made of their 

information, obtaining consent to such uses where they are not for direct care, 
and answering patient queries about the use of their personal information  

 
 
 
 
 
 
 
Authorised by :    Information Governance Committee 
Date authorised : 29/03/07 
Next review date : 31/03/09    
Document Author:    Information Governance Manager 



TAMESIDE AND GLOSSOP ACUTE SERVICES NHS TRUST STAFF CONFIDENTIALITY CODE OF CONDUCT 
 

 
FINAL VERSION 2.1 NOV 2007                                                                                                                        Page 2 of 11 

Check the intranet for the latest version 

 
TAMESIDE AND GLOSSOP ACUTE SERVICES NHS TRUST 

TRUST CONFIDENTIALITY CODE OF CONDUCT FOR STAFF 
 
 

 
VERSION CONTROL SCHEDULE 

 
 
 
 

Version number Issue Date Revisions from previous issue 
1 Jan 2004 Original issue 
2 Mar 2007 Combined with unpublished policy on dealing 

with queries from patients, and updated to take 
account of current Information Governance 
Toolkit requirements 

2.1 Nov 2007 Inclusion of volunteers in the scope of the 
policy as per Audit Report TG/02/08 
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    1 INTRODUCTION 
 

Everyone in the Trust needs to be aware of the importance of confidentiality. All 
NHS Staff are under a duty of confidence and this has long been established as 
common law. 
 
This Code is intended as an overview of the issues that you need to be aware of 
when using patient information within the Trust.  It has been designed on advice 
from the Department of Health.  It aims to give a brief, easy to understand advice 
on a very complex issue, and should help you be aware of what is required of 
you by the Trust. 
 
This Code of Conduct has been written to meet the following legal requirements 
and best practice Guidance: 
� Data Protection Act (1998) 
� The NHS Confidentiality Code of Conduct (2003) 
� Caldicott Report on the Use of Patient Identifiable Information (1997) 
 
 

2 PURPOSE OF THE  CODE 
 

All staff, including temporary and contract staff and volunteers, need to be aware 
of their responsibilities for safeguarding confidentiality and preserving information 
security. The principle behind this code is that no employee or volunteer shall 
misuse any information or allow others to do so. 
 
 

3 BASIC PRINCIPLES 
 
Any personal information given to or received from a patient in confidence for 
one purpose may not be used for a different purpose or passed to anyone else 
without the consent of the provider of the information.  This is usually the patient 
but sometimes another person may be the source (e.g. relative or carer). 

 
There must be a balance between protecting privacy and making information 
available when needed.  The patient has rights and choices about the use that 
others make of their information. 

 
Where anonymised information would be sufficient, identifiable information 
should be omitted where possible, unless it is essential for the purpose. 
 
Staff in contact with patients must make clear to patients when information is 
recorded and is or may be disclosed to others. 

 
These staff must have read and understood the Trust leaflet “ How we use your 
information”, and the national NHS Care Record Guarantee, which should be 
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available in all patient areas.  These leaflets will also be made available on the 
Patient Leaflets section of the intranet, or printed copies from the Information 
Governance Manager on extension 6936, or the Patient Information Centre on 
extension 5332.   

 
This means that patients should be aware of  
• the choices available to them  
• who will need to see information about them in order to provide treatment and 

care  
o consent can be implied, but can still be refused 

• when information is disclosed or used more widely than for clinical care 
o consent cannot be implied; it should be explicit and recorded in the 

casenotes.   
• their right to have access to their health records 

o see the Subject Access Policy for further details 
• The fact that local clinical audit and other work to monitor the quality of care 

provided is routinely undertaken in the Trust 
o does not require consent 

 
 

4   DEFINITIONS 
Patient information:  
All personal information about members of the public held by the Trust.  This 
includes medical records as well as “non health” information. 
 
Anonymised data:  
Data from which the recipient of the information cannot identify the patient. 
 
Consent:  
Any freely given specific and informed indication of a wishes by which the patient 
signifies their agreement to personal data relating to them being used. 
 
Identifiable data:  
Data from which the patient can be identified by using any one of the following 
data items: Forename, Surname, Address, Postcode, Date of Birth , Other dates 
(i.e. death, diagnosis), NHS Number, Sex, Ethnic Group.  
All items should be treated as patient identifiers to a greater or lesser extent. 
 
Need to Know:  
Only those individuals who need access to the information should have access. 
 
Caldicott Guardian : 
A clinician who is a member of the Trust Board, acts as the champion of 
confidentiality issues at this level, and a source of advice to other clinicians and 
the Information Governance Team.  The Caldicott Guardian in the Tameside 
Acute NHS Trust is currently Mr AB Woodyer, the Medical Director. 



TAMESIDE AND GLOSSOP ACUTE SERVICES NHS TRUST STAFF CONFIDENTIALITY CODE OF CONDUCT 
 

 
FINAL VERSION 2.1 NOV 2007                                                                                                                        Page 6 of 11 

Check the intranet for the latest version 

 
 
 

5 RESPONSIBILITY FOR PASSING ON INFORMATION 
 

You are responsible for your decision to pass on information.  You must be 
aware of the systems and processes currently in place that ensure personal 
information is kept confidential and not inappropriately disclosed.  These are set 
out in the following Trust policies : 
Confidentiality Policy 
Disclosure Policy 
Safe Haven Policy 
Information Security Policy 
Data Protection (patients) Policy 
Information sharing protocols that set out the terms on which personal 
information may be shared with an external organisation are being developed. 
 
If you are unsure whether to pass on information, consult the Trust policies, ask 
the health professional responsible for the patients‘ care, your line manager, or 
the Caldicott Guardian on extension 6529 and/or the Information Governance 
Team on extension 6936. 
 
The unauthorised passing-on of patient information by any member of staff is a 
serious matter and may result in disciplinary action and possible legal action.  
(See also the Trust Conduct & Disciplinary Policy).  This also includes accidental 
disclosure of patient information, in any form, so you should be particularly aware 
of the dangers of gossip and discussing cases in public places, and of the need 
to protect patient information held on computers and in casenotes. 
 
Be aware that even where there is a genuine reason to disclose personal 
information this will not often require the whole of a patient’s record to be 
disclosed.  
 
 

6   WHEN INFORMATION MAY BE PASSED ON 
 

  Information may be passed to someone else: 
� With the patient’s consent  
OR 
� On a “need to know” basis if the following circumstances apply:  

a) If the recipient needs the information because they are concerned with the 
patients’ care 

b) the use can be justified for the purposes described below: 
� Assuring and improving the quality of care and treatment 
� Monitoring and protecting public health 
� Co-ordinating NHS care with other agencies (e.g. local authority) 
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� Effective healthcare administration (e.g. managing and planning 
services) 

� Contracting for NHS services (e.g. payment of staff) 
� Auditing NHS accounts (auditors) 
� Risk Management (e.g. health and safety)  
� Investigating complaints and legal claims 
� Teaching 
� Statistical analysis or research (Specific consent should be sought to 

any activity relating to teaching or research that will involve people 
personally. 

c) Statute or court order requires the information. 
d) Passing on information can be justified for other reasons (protection of the 

public). 
e) The disclosure has been approved by the national Patient Information 

Advisory Group (PIAG) under section 60 of the Health & Social Care Act 2001 
 

 
7   OBTAINING CONSENT 

 
The healthcare professional in contact with the patient should explain what 
disclosures or further uses are proposed for the information the patient has 
provided at the time that it is provided.  This should be included as a normal part 
of the consultation with the patient, by not making any assumptions that the 
patient knows what will be disclosed to whom as part of the care and treatment.  
This could take the form of a check that the patient leaflets available have been 
seen and understood.   

 
You should make a note of explicit consent for any use of information that is not 
for direct care in the casenotes. 
 
If a patient cannot make a decision about sharing information, e.g. an 
unconscious patient requiring emergency treatment, a senior healthcare 
professional involved in that patient’s care can make the decision to share in the 
best interests of the patient. 
 
The Trust will endeavour to provide information on uses of information in different 
languages, usually by contacting the Ethnic Health Team.  Other special needs, 
e.g. Braille, audio tape, large print will be dealt with on request. 
 
Where you propose to use personal information provided for one medical 
purpose for a further medical purpose that has not been identified in the patient 
information leaflet, and/or the need for which is identified at a later date, you 
must ensure that affected patients are effectively informed, and offered the 
opportunity to consent, if appropriate. (Medical purposes are those listed in 
section 6 above). 
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8 REFUSAL OF CONSENT TO SHARE FOR DIRECT CARE  

 
Although this may make the provision of care or treatment difficult or even 
impossible, it is still the patient’s decision 
 
The healthcare professional should ensure that the patient is fully aware of the 
implications of their decision – that the required or most appropriate care and/or 
treatment cannot be offered. You should not apply pressure to agree to 
disclosure. 
 
Patients can change their mind about a disclosure decision at any time before 
the disclosure is made, and can also do so afterwards to prevent further 
disclosures if there is a regular transfer of patient information. 
 
 

9 ANSWERING PATIENT QUESTIONS 
 
It is important that patients feel free to raise any queries or concerns about how 
their information may be used, including whether or not they have the right to 
refuse consent to their information being passed on to someone else. 
 
It is much better for patients if their concerns can be addressed immediately.  If 
the leaflets do not answer the patient’s questions in full, and you are unsure or do 
not know how to answer the patient’s question concerning the use of personal 
information, you should refer the patient to a better source of information as 
discussed above (section 5), after consulting the Trust’s Confidentiality Policy 
and Disclosure Policy available via the Trust intranet.   
 
Alternatively, the patient may prefer to talk to someone in the Patient Advisory 
Liaison Service about their queries or concerns. Tel: 0161 922 4466 Fax: 0161 
922 4009, Minicom: 0161 922 4010, Email: pals@tgh.nhs.uk 
 
 

10 EQUALITY AND DIVERSITY STATEMENT   
 

The Tameside & Glossop Acute Services NHS Trust is committed to ensuring 
that, as far as is reasonably practicable, the way we provide services to the 
public and the way we treat our staff reflects their individual needs and does not 
discriminate against individuals or groups on any grounds. 
 
 

11 MONITORING 
The Code of Conduct is essentially a summary of the Confidentiality and 
Disclosure Policies, and as such monitoring of compliance will be described in 
those policies.   
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12 REVIEW 
The Code will be formally reviewed in March 2009, or earlier in the light of 
experience, or of changes in legislation or guidance. 
 
 

13 REFERENCES 
Conduct and Disciplinary Policy 
Confidentiality Policy 
Disclosure of Information Policy 
“How we use your information” leaflet 
NHS Care Records Service Patient Guarantee 
www.connectingforhealth.nhs.uk/crdb 
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APPENDIX 1 CHECKLISTS FOR STAFF 
 
Sharing information with someone else 
  

***Try to pass on only the minimum information necessary 
 for the next person to do their job*** 

 
 

1. Do they need the information to do their job? 
2. Is their need to see the information justified?  (That is, would you feel happy 

explaining to a court or an industrial tribunal your reasons for sharing the 
information?) 

3. Have you got the client’s consent to pass the information on?  If not, what is your 
justification for sharing the information.  

4. Are you sure they are who they say they are?  
5. Will anonymised information do?  
6. Do you need to pass on whole record/file?  
7. If the information is very sensitive (AIDs, abortion, adoption etc.,) have you 

double-checked with your line manager that it should be transferred. 
 
 
When you need to see personal information held by someone else 
 

1. Do you need the information to do your job?  
2. Can you justify the use of the information? (That is, would you feel happy 

explaining to a court or an industrial tribunal your reasons for looking at the 
information?)  

3. Can you use anonymised information?  If so, please anonymise it  
4. Do you need the whole file/record?  If you only need minimum details or a 

summary please only request this. 
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APPENDIX 2  SUMMARY OF CONFIDENTIALITY AND DISCLOSURE 
 
All of the following rules apply equally to computer and paper records, and cover 
communication of information by all methods, including verbal.  
 
 
� You should treat all information in strictest confidence 
� You should store all information securely, when not being used  
� You should limit access to information to those staff who need to know to do their job 
� You should respect the patient’s wishes about restricting access to their information 
� You should ensure that the person to whom you are giving the information has a 

legitimate right to receive that information 
� You should keep passwords to access computers and systems confidential 
� You should dispose of all patient information in a secure manner by shredding or 

using confidential waste bags 
� You should always logoff computerised systems at the end of your user session so 

that other people cannot use your password to access that system 
� You should take all reasonable steps within the limits of your responsibility to protect 

the physical security of areas in which information can be accessed 
� You should take care to ensure that information forwarded by you to another person 

is secure in transit, and that it is addressed correctly 
� You should also refer to your professional codes of conduct 
 
 
 
� You should not leave information open or accessible to view by unauthorised 

persons 
� You should never deliberately communicate information to any person not entitled to 

know that information 
� You should never deliberately access or change information if you do not have 

legitimate right of access to that information in the course of your job 
� You should never let anyone else know your password 
� You should not write your password down and leave it where others can see it 
� You should never use another person’s password or user ID to access a system 
� You are not entitled, when at work, to access the records of members of your family 

or friends (or indeed yourself) even if you are the legal guardian or next of kin, 
unless you need to do this as part of your job 

 
 

 



RA01(T) Part 1 Registration for access to Trust clinical/patient information
systems

Please note:

This document should be read by everyone who is going to use any of the Trust’s patient
information systems prior to completing an RA01(T) Part 2 or RA02(T). If there are any
queries regarding this document please contact the Information Governance Manager.

Guidance

 All applicants need to be aware that by signing the RA01(T) they are committing
to the obligations identified in this document and those referenced by this
document.

 Once you accept these conditions, you need to have the RA01(T) approved by
your line manager.

 When your application is processed, you will become an authorised user of one or
more of the Trust’s patient information systems and will be issued with a unique
user ID and password. These will provide you with access to certain patient data
in accordance with the access profiles approved by your Sponsor(s) on a
RA02(T) form.

 These RA01(T) conditions contains a number of obligations relating to your use
of the Trust’s patient information systems and you should review these sections
carefully.

 You are not authorised to use the Trust’s patient information systems unless a
user ID and password have been issued to you.

 If your job role changes or you move to another post within the Trust, you should
contact your Sponsor who will need to complete an RA02(T) Profile Additions
and Modifications form.

 If your name changes you will need to complete and submit an RA05(T) Change
of Details form to the System Management Team or System Manager.
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By signing the declaration set out in the RA01(T) Form :

I, the undersigned, acknowledge receipt of a password which allows me to access
___________________ clinical/patient information and by so doing understand and agree
to adhere to the following conditions of access to the clinical/patient information system,
operated and maintained by Tameside Acute Trust:

 I will maintain the privacy and confidentiality of all accessible patient data

 I understand that unauthorised disclosure of personal/confidential data is an
invasion of privacy and may result in disciplinary, civil, and/or criminal actions
against me. I understand that internal disciplinary proceedings may place my
employment at risk

 I will not disclose patient data or information to anyone other than those to whom
I am authorised to do so by my departmental manager.

 I have completed the training and have been deemed by the trainer to be
competent in the use of the module(s) detailed on the attached declaration of
competency.

 My Username or unique login, is considered equivalent to my signature, and I am
responsible for all patient related activity recorded under my Username.

 I will maintain proper password security by not revealing my password to anyone
and changing it as required. I will not borrow someone else’s password if I have
forgotten my own. I will change my password every 30 days, when it
automatically expires, unless I know that someone else has knowledge of my
password, or have forgotten it in which case I will contact the IT Service Desk on
extension 6969

 I will never leave my terminal unattended while I am connected to the system and
will ensure that I am logged off from the system or activate the system
screensaver to prevent other people from using my password.

 I will report any suspected Security Incidents to the Tameside Acute NHS Trust
IT Service Desk on 0161-331-6969/6968/6960.

 If I identify what I consider to be any significant weaknesses in the arrangements
governing security of the patient information system, I will report these to the
Tameside Acute NHS Trust Information Governance Manager.

 I will access the system only for the purposes for which I am explicitly
authorised.
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 On no occasion will I use the system, including personal or confidential
information, for my personal interest or advantage or any other business purposes.

 I will not provide anyone else with access to the system

 I recognise that the references to personal, confidential and sensitive information
in these documents are for my information, but are not intended to specify my
obligations under the Data Protection Act (1998).

 If my employment is terminated or my work in relation to the system is
discontinued for any reason, I understand that I will continue to be bound by this
signed Confidentiality Agreement.

For staff working in more than one department in the Trust, e.g. bank staff
 I will only use the password, system functions and information relevant to the role

I am undertaking at the time, and will not mix the privileges I have in each role.

Name (Use Block Capitals): _____________________________________________

Position: ____________________________________________________________

Department/Ward: ____________________________________________________

Contact Telephone /Bleep No: ___________________________________________

Signed: _____________________________________________________________

Date: ____/_____/_____

For security purposes, please provide the following information:

Mother’s Maiden Name or First School Attended:
______________________________

This information will be held by the System Management Team or Clinical System
Manager, and will be used solely for the purposes of password security.

One copy to be kept by the applicant, and one filed by the IT Trainer
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Applicant [please print]: _______________________________ [APPLICANT]

RA01(T) Part 2 Sponsor’s declaration

By signing below, I, the sponsor: ________________________ [SPONSOR]
confirm that the following member of my staff,

Full Name: _________________________________________ [APPLICANT]

Job Title: ___________________________________________
should be given access to __________________________patient information system in
accordance with the normal access specified for their job role.

Job role

Area of work (specialty/discipline/department)

Start date of access required: _____________________________

If anything other than standard access is required, this should be discussed with the
IT Trainer (System Manager for departmental systems) and/or the Information
Governance Manager who will advise the manager on how to complete the following
additional part of the form:

Additional Activities/functions to be performed – non standard access

SPONSOR’S DECLARATION

I confirm that it is appropriate for this user to have the access stated above in order
to carry out his/her job.

I will advise the Systems Management Team if the user’s job role changes or he/she
moves to another post, where this access is not longer appropriate.

Signature __________________________________________________________________

Designation ________________________________________________________________

Date _____________________________________________________________________


