
FOI Request Ref: 2010.149

Date of Request: 20 July 2010

Subject: Data Loss

Applicant: Member of the Public

Request & Trust Response:

Question 1: Number of cases where data has been lost or stolen which was held by your

organisation in the last 2 years.

Answer 1: The NHS Information Governance Assurance Programme is helping to

provide assurance that all Trusts are managing information risks, or taking

action to address any shortfalls. As required by Monitor, and in line with all

NHS organisations, information on personal data related incidents is

presented in the Trust’s Annual Report. These are available on our website at

http://www.tamesidehospital.nhs.uk/pages/annualreports.asp

However, they may not give exactly the information you have requested, so I

will repeat what is relevant here.

2008/09 2009/10
SUIs* Other SUIs other

Lost 0 7 0 1
Stolen 0 1 1 0
Total 0 8 1 1

*SUI= serious untoward incidents. Please see guidance at

https://nww.igt.connectingforhealth.nhs.uk/WhatsNewDocuments/IG%20SUI%

20Checklist%20doc%20final%20(2).pdf

It is important to note that the Trust reported a number of incidents in 2008/09

which related to the loss of data for an individual patient. The guidance for

2009/10 clarified that for an incident to be included in the annual report it

should involve more than one patient, and this is why there were considerably

fewer incidents reported in 2009/10.



Question 2: Number of people whose details were involved

Answer 2: With regard to 2008/09, all but one of the losses were in relation to individual

patients, the number was unknown in the other incident. The one incident in

2009/10 involved 1716 patients.

Question 3: Details of each data loss/theft - including location/circumstances/equipment

information was held on

Answer 3: The multiple patient incident in 2008/09 involved the theft of a dictating

machine and tape belonging to an SHO which went missing during Clinic

hours. These items were found, discarded on the premises within 2 hours.

The information risks in this case were considered to be very limited. The loss

of individual patients’ data were a mixture of sets of casenotes not being able

to be found, and individual pieces of paper documentation (e.g. drug kardex)

being missing from the file.

In 2009/10, the SUI involved the theft of an encrypted laptop from an external

organisation that provides orthotic appliances to the NHS. This incident

affected a number of NHS organisations. There was some evidence that the

encryption on the laptop may have been compromised. The Trust advised the

Information Commissioner’s Office, and cooperated with the organisation

involved. The incident has been closed by the ICO.

The other incident in 2009/10 involved the loss of a set of birth notifications

sent from the Trust maternity department to the Child Health Department in

the PCT. These notifications had to be reprinted and resent.

Question 4: Copies of any reports which subsequently dealt with the situation.

Answer 4: All incidents except the SUI in 2009/10 were classed as low or very low risk,

and thus formal reports were not produced. Summaries of incidents are,

however, discussed at all Directorate Management Team meetings. Please

find attached the report to the Information Governance Committee regarding

the SUI, which includes the report sent to the Information Commissioner:

 2010.149 - Data Loss - IGC20090930_securitybreachfull
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Agenda Item  
 

Tameside Hospital NHS Foundation Trust 
 

Information Governance Committee 
 

DATA SECURITY BREACH : TRULIFE 
 

1 Purpose 
To report on a serious breach of data security relating to patient data, and on the 
actions taken. 
 
 

2 Introduction 
A letter was received on 13th July 2009 by Stephen Gardner (via Christine Green) 
from Trulife (which provides orthotics, walking aids, breast implants, etc) stating that 
they had had a laptop stolen which contained details of patients from a wide range of 
Trusts, including Tameside (reproduced at Appendix 1).   An earlier letter had 
allegedly been sent (22nd May) but it has not proven possible to trace this within the 
Trust.  The company are no longer contracted to provide the orthotic service at 
Tameside after the new Hub contract came into place, i.e. since November 2007.   
 
Department of Health guidance (gateway reference 9571 29th February 2009) state 
that: 

� The Trust should have robust policies in place to ensure that appropriate 
senior staff are notified immediately of all incidents involving data loss or 
breaches of confidentiality 

� Although the definition of a serious untoward incident in relation to personal 
identifiable data will vary, incidents should be categorised on a scale of 0 to 5 
(5 being the most serious), and the following volumes used as rules of thumb: 
level 1 will affect less than 5 people, level 2 up to 20 people, level 3 up to 100, 
level 4 up to 1000, level 5 over 1000. 

� All such SUIs, i.e. level 1-5 should be reported to the SHA 
� The SHA will notify the DH of any category 3-5 incidents 
� The Information Commissioner should be informed of all category 3-5 

incidents 
� Other regulatory bodies may need to be informed, e.g. NPSA if the incident 

involves risks to personal safety of patients. 
� Consideration should be given to informing patients when identifiable 

information about them has been lost, and where there is any risk of identity 
theft, it is strongly recommended that this is done. 

 
 
3 Discussion 
 
3.1 Overall action plan 
The Director of Planning & Performance having consulted with the Chief Executive, 
and taken into account the ICO guidance discussed in detail below, has formulated 
the following action plan 
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Action required Comments  
1. Identify this issue in our internal 

Trust incident reporting system  
BH completed incident form 15/09/09 

2. Declare our position to the 
Information Commissioner’s Office  

BH submitted report to ICO 22/09/09 

3. Accept the offer from Trulife for 
them to contact the TGH patients 
whose data has been lost, on our 
behalf.  We would want to see the 
content of the letter before it was 
sent.  

BH contacted Trulife to start process 
15/09/09 

4. Report the incident through STEIS  BH notified Carol Rice in order to do this 
15/09/09 

5. Make an appropriate record such 
that we can report this item in the 
Annual Report for 2009/10  

Copy of this report to be sent to Tom 
Neve  

 
3.2 Detailed guidance 
 
The Information Commissioner has produced two guidance notes, both dated 27th 
March 2008 entitled 

� Notification of Data Security Breaches to the Information Commissioner’s 
Office, and  

� Guidance on data security breach management 
 

3.2.1 containment and recovery 
 

Action required Comments  
Appoint a lead for investigating the 
breach  

Beverley Hutchinson, Head of Quality 
Assurance 

Who needs to be made aware of the 
breach internally  

BH informed Fran Nitti, Surgical 
Appliance Office Manager.  Not a big 
issue due to the company no longer 
being in contract with the Trust 

What can be done to recover losses and 
limit the damage caused by the breach  

Recovery – see Trulife letter.  Limit the 
damage – see action plan 

Where appropriate, inform the police  Trulife did this at the time, see letter in 
Appendix 1 

 
3.2.2 assessment of ongoing risk  
This is about the potential adverse consequences for individuals 
 
Action required Comments  
Type of data involved The information on the laptop relates to 

orders but contains names and 
addresses (see appendix) 

Sensitivity – personal nature/potential for 
misuse 

Minimal clinical data – type of appliance, 
and the risk of identity fraud is fairly 
minimal 
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What has happened to the data – 
lost/stolen/damaged – affects type of risk. 
If lost or stolen – what protections were in 
place 

The machine concerned was taken by 
force, on 1/2/08.  It was encrypted at 2 
levels, but someone, the thief or the 
receiver of the stolen equipment, has 
spent time hacking into it.   

What could the data tell a third party re 
the individual 

See above 

How many individuals’ personal data are 
affected 

The data on the lost laptop related to 57 
Trusts, though some only had 1 or 2 
records.  There were about 10 with more 
than 1000 records, and we were one of 
these.  Total Tameside patients = 1716 

Who are the individuals – staff, customer, 
clients, suppliers 

patients 

What harm can come to those individuals 
– physical safety, reputation, financial 
loss, combination 

Minimal for individuals, however see 
below for harm to Trust.  Although it 
doesn’t particularly concern us now, 
since we no longer deal with them, the 
company have reduced the amount of 
personal data required for processing 
these orders, and are using unique 
identifiers instead. 

Wider consequences, e.g. risk to public 
health, loss of public confidence in 
service 

Anonymous letters have been received 
by three Chief Execs, saying that their 
patient information is freely available on 
the Trulife intranet (inaccurate - they 
don’t have one), and enclosing copies of 
some information.  First one received 
24/10/08 – by North Middlesex Trust, 
then 15/12/09 by Great Ormond St, and 
23/3/09 by West Herts.   No letter 
received in Tameside 

If bank details involved, advice from 
banks obtained? 

n/a 

 
3.2.3 notification of breach 
This is an important element in the breach management strategy, covering both  
informing people about a breach and the formal notification to the Information 
Commissioner.  Informing people affected is not an end in itself.  It should have a 
clear purpose, i.e. to enable individuals to take steps to protect themselves or to 
allow appropriate regulatory bodies to perform their functions, provide advice and 
deal with complaints 
 
Action required Comments  
Legal or contractual requirements in 
place to report the breach? 

The contract stated 
1. “the contractor must ensure 

compliance with the authority’s 
security arrangements” and “only 
process personal data in accordance 
with instructions received from the 
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authority”.   
2. “the contractor shall at all times keep 

such management, quality and 
clinical records as are required and 
specified by the Authority to the 
Contractor in writing.  The contractor 
shall keep all such records secure at 
all times…”  

 
Can notification help meet security 
obligations re DPA 7th principle? 

Company has changed practice, but not 
important as we no longer deal with 
them.  Lessons learned - At the time of 
the theft there was 8 years worth of data 
held on the laptop, this has since been 
reduced to 2 years on the field machines, 
with 8 years on the central one (to match 
NHS retention periods). 
The company computerized their records 
around 4-5 years earlier and did not 
consult or officially notify us of this – it 
was not considered a significant event. 
 

Can notification help the individual e.g. 
cancel a card, change a password 

No 

Large number affected or very serious 
consequences, inform the ICO  (see 
table below) 

Large numbers:  According to the DH 
rules, with this number of patients, we 
should consider whether to inform the 
patients of the data loss, according to our 
assessment of the risk.   
Serious consequences: The most that 
the holders of the information could do 
with it would be to provide it to 
companies to add to their marketing 
databases. 

How notification can be made 
appropriate for particular groups, e.g. 
children or vulnerable adults 

Trulife have produced template letters, 
for Trust approval.  They have also set 
up a helpline with a freephone number.  
They will provide a copy of their 
database records for us to check against 
ours, to remove deceased patients, 
update addresses etc, which we will then 
return to them for them to send the 
letters out on our behalf and deal with all 
queries 

Consider the dangers of ‘over notifying’ The risk is low given the type of 
information available from the system, as 
is the potential damage, but the numbers 
are high 

 
3.2.4 Guidance on notification to ICO – issues to be considered 
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The overriding consideration as to whether a breach should be reported to ICO is the 
potential harm to individuals.  Where there is significant actual or potential harm as a 
result of the breach, either because of the volume of data, its sensitivity or a 
combination of the two, there should be a presumption to report.  If unsure whether 
to report or not, then again the presumption should be to report. 
 
Action required Comments  
Data controller responsibility under DPA 
1998 to ensure appropriate and 
proportionate security  

Includes data held by 3rd parties on our 
behalf  
Recommendation 1 : Trust 
management of similar contracts to be 
reviewed, commencing with the new 
contractor for this service. 

Consider potential harm to individuals.  
� Exposure to identity theft through 

release of non-public identifiers, 
e.g passport number 

� Information about private aspects 
of person’s life becoming known to 
others, e.g. financial 
circumstances 

 
 
 
No 
 
 
Prescription of orthotic appliance 

Consider the extent of harm, which can 
include distress - dependent on  

� the volume of personal data 
involved  

� the sensitivity of the data 
 

 
 
Limited information on each individual, 
large volume of individuals 
Limited to type of orthotic appliance 

Consider risk of significant harm 
� was the laptop properly encrypted 
� was the information lost already 

publicly available 

 
Allegedly yes, but had been hacked in to. 
No – limited quasi-clinical information 
included in the order documentation 
 

Consider volume of data lost/ released/ 
corrupted 

� rule of thumb – any collection 
containing information about 1000 
or more individuals 

 
 
Yes 
 
 
  

Consider sensitivity of data lost/ 
released/ corrupted 

� smaller amounts of data where 
significant risk of individuals 
suffering substantial harm – 
sensitive data as per Section 2 of 
DPA 

 
 
No 

 
3.2.5 evaluation and response 
It is obviously important to investigate the causes of the breach, to check whether 
there were systemic/ongoing problems, but also to evaluate the effectiveness of the 
response to it, e.g. adequacy of policies, allocation of responsibilities 
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Action required Comments  
Ensure knowledge about what personal 
data is held, and where and how it is 
stored 
Establish where the biggest risks lie – 
how much sensitive data, is it all in one 
location or across the business 

Recommendation 2: SIRO/ IAO 
arrangements to be put in place 
Recommendation 3: data mapping 
exercise Jan 08 to be repeated.  
Recommendation 4:  Procedures to be 
enforced to notify new 
collections/flows 

Ensure secure method of transmission 
and rules re sharing and disclosing 
minimum amount are understood (to 
reduce risks in case of breach) 

Recommendation 5: Guidance note to 
be updated and recirculated following 
Disaster Recovery Action Plan/ 
Encryption Project.   
Recommendation 6: IG training 
messages to be reiterated in screen 
savers 

Identify weak points in existing security 
measures, e.g. portable storage devices, 
access to public networks 

Most already covered in the Trust 
Disaster Recovery Plan.   
 

Monitor staff awareness of security 
issues, filling gaps with training or 
tailored advice 

n/a to this case, but to be covered in 
SIRO and data mapping exercises 

Consider establishing group to discuss 
‘what if’ scenarios – highlight risks and 
weaknesses and suggest solutions.  N.b. 
technical and non-technical staff to be 
involved 

To be considered as part of SIRO project 

Consider implementing plan, similar to 
BCP, for data security breaches and/or 
identify group of people responsible for 
reacting to reported breaches of security 

Recommendation 7: To be included in 
revised ‘Handling confidentiality and 
information security breaches’ 

 
 
4 Conclusion 
Although the risk of harm to individuals is low, it is concluded that the appropriate 
course of action is to contact the patients to inform them of the data loss, and to 
report the breach to the Information Commissioner. 
 
The Information Commissioner will assess the nature and seriousness of the breach 
and the adequacy of any remedial action, to determine a course of action.  They 
may: 

� Record the breach and take no further action 
� Investigate the circumstances of the breach and any remedial action which 

could lead to 
a. no further action 
b. a requirement on the data controller to undertake a course of action to 

prevent further breaches 
c. formal enforcement action turning such a requirement into a legal 

obligation 
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The ICO does not have the power to impose a fine or other penalty as punishment 
for a breach, as their powers only extend to imposing obligations as to future 
conduct.  Where the ICO takes regulatory action, it is policy to pubicise such action, 
unless there are exceptional reasons not to do so.  However, the ICO will not 
normally take regulatory action unless a data controller declines to take any 
recommended action, there are other reasons to doubt future compliance or there is 
a need to provide reassurance to the public.  
 
There are implications for the culture change required in the Trust, which it is 
intended will be brought about by the establishment of the SIRO project to 
emphasise the responsibilities for data security within all departments 
 
 
5 Recommendations 
The IG Committee is asked to note the contents of this report and the overall action 
plan in section 3.1.   
 
In addition, the following detailed recommendations are made to learn the lessons 
from the incident and investigation  
 
Recommendation 1: Trust management of similar contracts to be reviewed, 
commencing with the new contractor for this service. 
Recommendation 2: SIRO/ IAO arrangements to be put in place 
Recommendation 3: data mapping exercise Jan 08 to be repeated.  
Recommendation 4:  Procedures to be enforced to notify new collections/flows 
Recommendation 5: Guidance note on transmission of data to be updated and 
recirculated following Disaster Recovery Action Plan/ Encryption Project.   
Recommendation 6: IG training messages about storage and data sharing rules to 
be reiterated in screen savers 
Recommendation 7: ‘Handling confidentiality and information security breaches 
policy’ to be reviewed 
 
 
 
Beverley Hutchinson 
Head of Quality Assurance 
15th September 2009 
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Appendix 1 Letter from Trulife, 3rd July 2009 
 

Christine Green 
Chief Executive Officer 
Tameside & Glossop Acute NHS Trust 
Tameside General Hospital 
Fountain Street 
Ashton-Under-Lyne 
Lancashire 
OL6 9RW          
 
Dear Ms Green 
 
 
Trulife provides / has previously provided surgical appliances (orthotics) for patients at your 
NHS Trust. We have been providing this service for many years and value our working 
relationship with you. 
 
In October 2008 we were informed by an NHS Trust that they had received an anonymous 
letter on 17th September 2008, which contained references to patients who had been seen 
by Trulife in the orthotic clinic and referred to Trulife’s Order Configuration System.  
Subsequently two further trusts have received anonymous letters with similar detail. Having 
investigated the position, we consider it possible that this information may have been 
accessed from a laptop stolen from a Trulife member of staff last year. At the time, the 
laptop theft was thoroughly investigated and reported to the police.  However, the laptop 
was not recovered.  
 
We are currently working with the three NHS Trusts, who have received the anonymous 
letters, to write to patients and establish patient helplines. Each of the Trusts has notified the 
Information Commissioner’s Office of these incidents.  
There is no suggestion to date that further anonymous letters have or will be sent; however, 
we wanted to ensure that you are fully aware of these matters.  
 
In the event of a theft, Trulife follows its internal investigation procedure. At the time of this 
particular theft we followed this procedure and were satisfied that the level of protection 
deployed on the laptop was adequate and that the risk of anyone being able to access the 
data was low.  
  
It now appears that 1716 patient contacts from Tameside  Hospital may have been 
accessed from a stolen laptop. Each contact record contains the following data, it has been 
standard practice within the orthotics industry for this type of information to accompany an 
orthosis order: 
 

• forename and surname 
• address 
• date of birth 
• patient’s hospital case number (but not NI number) 
• orthotic Appliance   

 

The contact records do not contain any other information about the patient’s circumstances 
whether medical, financial, personal or social.   We can confirm that a backup of the data is 
maintained on our central server and therefore no records were lost.  
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Trulife take patient confidentiality very seriously. We can confirm that prior to May 2008 Trulife 
laptops had two levels of password protection, but were not encrypted. This was in 
accordance with industry standards at the time. Since becoming aware of the above 
incident, we have reviewed security measures at our premises and enhanced existing laptop 
security in line with new NHS levels of security and currently all laptops are encrypted.  
 
Please contact me if you would like to discuss any of these matters further and, where 
appropriate, to assess future data sharing options with a view to reducing the patient data 
recorded for the provision of orthoses. 
 
Yours sincerely, 
 
 
Kay Purnell      Brian Bradley 
General Manager     Operations Manager 
Trulife        Trulife  
01142 618100      01142 618100 
 

99900.11760 EMF_US 27237825v2 
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Appendix 2 Notification to the Information Commissioner re potential breach of 
security of patient identifiable data due to theft of a laptop 

 
1. Type of information and number of records 
 
1716 patient contacts, each contact record contains the following data 
 

- forename and surname 
- address 
- date of birth 
- patient’s hospital case number (but not NI number) 
- orthotic appliance 

 
2. Circumstances of loss/release/corruption 
 
A laptop was stolen from a member of staff of a company called Trulife in February 
2008. Trulife had previously been contracted to provide the Trust with Orthotics 
services, but this contract was discontinued in November 2007.  At the time, the 
laptop theft was thoroughly investigated within Trulife and reported to the police.   
The company was satisfied that the level of protection deployed on the laptop was 
adequate and that the risk of anyone being able to access the data was low. 
However, the laptop was not recovered. 
 
Between October 2008 and March 2009 anonymous letters were sent to the Chief 
Executives of three NHS hospitals in London and the South East of England.  The 
information in these letters made it obvious that the information on the stolen laptop 
had been accessed by a third party. 
 
The theft was not reported to this Trust until 2nd July 2009 (see copy of letter from 
Trulife attached).  At this point it became apparent that there was a risk of 
unauthorised disclosure of the details of patients of the Trust. 
 
Although not detailed in their letter, Trulife has stated verbally to the Trust that the 
laptop was encrypted, and that this is the reason for the 6 month interval between 
the theft of the laptop and the first anonymous letter, when the hacking process had 
finally been successful.  Since the Trust had not been informed of the move from 
manual to computerised records, it had not been able to provide standards for 
encryption to the company. 
 
3. Action taken to minimise/mitigate effect on individuals involved including 

whether they have been informed 
 
An internal risk assessment by the Trust concluded that the risk of harm to 
individuals was low, but that, in view of the volume of patients affected, they should 
be informed.  Arrangements are being made with Trulife to contact the individuals; 
the Trust has contacted Trulife to commence the exercise which they have 
undertaken for other Trusts whose data was also stored on the stolen laptop. 
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4. Details of how the breach is being investigated 
 
This has largely been the responsibility of the company concerned, and details are 
included in their letter of notification to the Trust.  The Trust has had further 
discussion with Trulife about the investigations they have undertaken, and is 
satisfied that these have been thorough and appropriate.  It does, however, have 
some concerns about the company not notifying it of a change from manual to 
computer records, and the amount of data stored on the laptop.  These concerns will 
be addressed as lessons learned in relation to any other similar contracts.  The 
Trust’s Purchasing Department is currently assessing its contract portfolio in this 
respect. 
 
5. Whether any other regulatory body has been informed and their response 
 
The incident is to be reported via within the NHS to the North Western SHA through 
the Strategic Executive Information System (STEIS), and will be included in the 
Trust’s Annual Report for 2009/10. 
 
6. Remedial action taken to prevent future occurrence 
 
The Trust’s management of similar contracts is being reviewed, commencing with 
the new contractor for this service.  This review includes: 
 

- Assurances re security of manual and computer records, in accordance with 
DPA principles 

- Amount of data stored on any laptop utilised, use of personal information, 
number of Trusts’ data on same laptop, arrangements for upload to 
mainframe, etc. 

 
7. Any other information to assist the Commissioner 
 
The Trust recognises that it is ultimately responsible as the data controller for the 
fact of the information being held on the laptop.  However, we feel that we were let 
down by a third party with whom we no longer contract and that the contract clauses 
in place should have been sufficient: 
 

“the contractor shall at all times keep such management, quality and clinical 
records as are required and specified by the Authority to the Contractor in 
writing.  The contractor shall keep all such records secure at all times…” 
 
“only process personal data in accordance with instructions received from the 
authority” 
 
“the contractor must ensure compliance with the authority’s security 
arrangements” 

 
The Trust was not informed about the theft of the laptop until July 2009, 18 months 
after the event. 
 


